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1. Purpose and scope
This document is the shared, scenario-neutral technical reference for the MKME Field Systems X Suite. It separates
durable specifications from sales pages and scenario guides. It covers what each program is, how the products
interoperate, the public packet wrapper, transport behavior, local services, radio-related technical characteristics,
requirements, and important limitations.

Operator responsibility. This is a product specification, not legal advice or authority to transmit. The control
operator is responsible for licensing, station identification, permitted content, emission type, bandwidth,
frequency, power, unattended-operation rules, third-party traffic rules, and all other requirements in the
operating jurisdiction.

Products covered

XTOC - command and operational picture
Local-first browser application for structured reports,
maps, teams, incidents, resources, comms planning,
sensors, overlays, and transport-independent packet
exchange.

XCOM - field communications workspace
Field-oriented companion for building, receiving,
archiving, and relaying X Suite packets through
available text, QR, audio, mesh, and trusted-LAN
paths.

XINTEL - local monitoring and transcription
Windows application for locally processing legally
receivable radio or computer audio, transcription,
speech-to-English translation, keyword/regex rules,
clips, APRS awareness, and XTOC event delivery.

XCORE - local AI analyst
Windows application that runs local GGUF language
models for operator-directed summaries, anomaly
review, packet drafting, product help, and optional
XINTEL overwatch.

XCAST - TOC information channel
XTOC Studio, a bundled one-click Windows runtime,
an automatically managed Linux server service, a
dedicated XCOM receiver, and a browser receiver for
scheduled bulletins, 40-by-23 VBIT2-style teletext,
device read-aloud, and optional precisely sized
video.



2. Product and platform matrix

Area XTOC XCOM XINTEL XCORE

Primary role Command workspace and shared
operational picture

Field data creation
and
communications

Audio/radio monitoring and
transcription

Local analysis and
support assistant

Delivery Installable local-first web app/PWA
with optional local helpers

Installable local-
first web app/PWA
with optional local
helpers

Packaged Windows
application

Packaged Windows
application

Required
cloud

None after installation and activation None after
installation and
activation

None for bundled local ASR
operation

None when a local
model is installed

Primary
storage

On-device browser data plus
operator exports/backups

On-device browser
data plus operator
exports/backups

Local config, logs,
transcripts, and clips

Local config, models,
chat history, prompts,
and indexes

Packet use Create, parse, reassemble, map,
archive, relay

Create, parse,
reassemble,
archive, relay

Emits EVENT packets and
forwards decoded
ViperGram packet text

Uses AIASK/AIREPLY
packets for optional
off-grid request/reply

Hardware
access

Direct Web Bluetooth/Web Serial
where supported; bundled localhost
runtimes for operating-
system/native-only devices and
protocols

Direct Web
Bluetooth/Web
Serial where
supported; bundled
localhost runtimes
for operating-
system/native-only
devices and
protocols

Direct application control of
compatible SDR/audio
sources; local bridge
127.0.0.1:17650

Local model/runtime
and bridge
127.0.0.1:17670 ,
with fallback port scan

XCAST role Author, schedule, size, template, back
up, and publish

Receive with an
explicit data ceiling
and a clearly
labelled last-
received screen
during interruption

Not required Not required

Assured-
delivery
role

Authoritative order/recipient ledger,
PACE retries/failover, accountability
and audit

Local inbox plus
explicit ACK/NAK
and field receipt
return

Read-only
urgency/overdue/SOS
context

Read-only
accountability and
conflict analysis

SAR role Plan, assign, revise, compare tracks,
calculate gaps, export worksheets

Acknowledge
assignment, record
and return field
track

Read-only
assignment/hazard/gap
monitoring context

Read-only SAR
evidence analysis; no
tasking authority

Offline
map/terrain
role

Import/build/verify/activate/export
XMAP; import/analyze DEM

Reverify/activate
identical XMAP;
field terrain analysis

Read-only
manifest/provenance/relief
metadata

Read-only export
consistency and
terrain-risk evidence



2.1 Detailed product capability inventory
This section preserves the specific product capabilities formerly described on the individual store listings. It is
intentionally detailed: the shorter store pages explain the product at a glance, while this reference records the
concrete modules, inputs, outputs, workflows, and integrations available in the suite.

XTOC - command, mapping, communications, and operational picture
Structured operational records: create, import,
archive, filter, deduplicate, and map SITREP,
CONTACT, TASK, CHECKIN/LOC, RESOURCE, ASSET,
ZONE, MISSION, EVENT, PHASELINE, SENTINEL,
ROUTE, MESSAGE, CONTROL, AIASK, AIREPLY,
custom, and supported ICS form packets.

Native ICS forms: fill supported ICS definitions,
encode their values in template IDs 100-181, transfer
them through normal packet transports, rebuild them
at the receiving station, and print or share the
reconstructed form.

Tactical map: maintain the area of operations, team
and packet markers, routes, phase lines, circular or
polygon zones, imported KML/KMZ, cached raster
packages, and selectable overlays.

Assured delivery in XTOC: select the checkbox in an
existing packet or chat composer, use the normal
Send button, and inspect inline status plus
Communication → Delivery history. Native composer
sends retain ordinary framing; direct Meshtastic ACK
retries are bounded to the captured
destination/channel/bearer. Existing numbered
SAR/SOS orders retain separate explicit human
responses.

Operational SAR planner: generate expanding-
square, sector, parallel-track, creeping-line, reviewed-
contour-line, or reviewed-shoreline searches from an
LKP/PLS and uncertainty; enter spacing or calculate
and retain it from terrain, visibility, search object,
resource, sweep width, and overlap assumptions;
calculate distance, speed, ETA, daylight and
operational-period warnings; assign teams through
assured delivery; compare planned paths with XCOM
tracks; calculate coverage/gaps/overlap; and create
reviewable clue/hazard replans plus print-ready and
structured SAR 104/104S/104D-style worksheets.

Offline maps and terrain: import MBTiles, PMTiles
v3, Web-Mercator-aligned GeoPackage tile pyramids,
XMAP, and slippy ZIP packages; render local
raster/vector tiles; estimate/build AO packages by
zoom and storage; verify CRS, provenance, unique
safe paths, tile coordinates, canonical-
inventory/source/per-tile SHA-256, and staged-cache
read-back before activation; transfer the same
verified XMAP file to XCOM; and analyze XDEM, ESRI
ASCII Grid, or SRTM HGT elevation with profiles,
slope/aspect, curvature-aware line of sight, and radio
horizon.

Roster and squads: maintain teams, callsigns, unit
IDs, roles, positions, persistent squads, multi-unit
packet sources, roster QR transfer, and squad-based
filtering or quick selection.

Shared Workspace / TOC Node: host a governed
multi-user incident workspace on a trusted LAN or
MANET, approve participating stations, synchronize
roster and packet history, support display-only
mirrors, and provide auditable shared operational
context.

Communications planning and Nets: build
channels, nets, stations, schedules, roles, notes, live
sessions, check-ins, heard logs, traffic boards,
QSO/contact handoff, local session history, and
XCOM-compatible plan import/export.



Live NetLogger awareness: when backhaul exists,
enable or disable live fetches; refresh, search, cluster-
filter, favorite, and inspect public nets with frequency,
mode, NCS/logger, start time, pointer, and current
check-ins; copy a net into the local plan or start a
local session before connectivity disappears; turn a
check-in into a local station, heard record, or QSO;
and export the device-local contact log as CSV or
ADIF. Cached results remain available with update
timestamps, and the integration does not transmit a
check-in or confer authority to use a frequency.

Triggers and operational time: schedule alarms,
recurring tasks, net windows, check-ins, satellite
AOS/LOS events, watch conditions, and transport or
keyword activity reminders shown in the operational
ticker.

Mesh2.0: connect Meshtastic or MeshCore, import
channel labels, search nodes, review channel and
direct traffic, SNR, RSSI, hops, links, routes, sensors,
Top 10 metrics, and valid node positions on an AO-
based map.

Reticulum / RNode: use the bundled Reticulum
bridge for peer/interface status and broadcast or
direct packet text. The pending-release LXMF
workspace adds durable conversations, contacts,
interface setup, signed position reports and
compressed photos inside that same helper.

MANET and OpenMANET: connect XCOM stations
over a trusted IP bridge without packet chunking,
inspect topology and node positions, share
configuration by QR, and use browser PTT with RX/TX
channel and audio-device selection.

Digi Modes: separate APRS, D-STAR, Mercury HF,
JS8Call, FLDIGI, and VarAC bridge pages expose
health, raw traffic, debug data, send/receive controls,
provisioning, embedded X1 auto-import, multipart
reassembly, and traffic alerts.

APRS and AX.25: move CLEAR packet wrappers
through the APRS bridge, inspect traffic, provision
XCOM devices, and ingest structured reports into the
normal timeline and map.

D-STAR and D-PRS: move compact CLEAR wrappers
over D-STAR DV, share bridge settings, fuse D-PRS
callsign presence into roster/map awareness, and
support optional DD/IP marker workflows.

JS8Call, FLDIGI, and VarAC: ingest decoded weak-
signal or soundcard text, recognize embedded
packets, read VarAC chat/broadcast/VMail data
through its bridge, and map SitRepNet JS8Reporter
F!505 area assessments from Maidenhead grids.

ViperGram: export packet text as robust OFDM
audio WAV bursts, import recordings, listen through a
microphone on demand, and accept unattended
multiline decode forwarded by XINTEL.

Radios workbench: operate three browser control
bays for scanner, HF, or dual-band quick listening,
map bays to USB SDR sources, use direct-entry
controls, and perform local P25 conventional-channel
checks through the bundled receiver helper.

Aircraft / ADS-B: ingest a local 1090 MHz receiver,
LAN readsb/tar1090 source, or configured
point/radius feed; plot live aircraft; query the bundled
offline registry; flag watchlist aircraft; and persist flags
in backups.

ADS-B to ATAK: convert fresh aircraft into CoT so
one TOC receiver can provide a shared air picture to
ATAK, WinTAK, or iTAK users across a trusted LAN or
VPN.

Ships / AIS: ingest local AIS data, plot vessels, and
use bundled offline vessel identity and MMSI MID
country references for lookup without internet.

ATAK / CoT: bridge live Cursor-on-Target traffic in
both directions, import/export KML and KMZ
overlays, apply marker rendering, and merge TAK
data into the tactical picture.

Drones and Remote ID: display compatible Remote
ID position traffic, plan missions, routes, search areas,
safety zones, and correlate aircraft or drone cues with
the common map.

Video ISR: discover RTSP cameras on a local network,
stage DJI Custom RTMP publishing, ingest ATAK video
cues, maintain feed metadata and callsigns, pop out
live viewers, and capture JPEG evidence frames.

XCAST Studio: compose or template one program,
schedule its issue/expiry, author multi-page 40-
column teletext with Fastext links, select exact output
profiles, publish an emergency override, and
synchronize a per-user JSON library through the local
helper.



Weather Ops and mission planning: combine NASA
GIBS imagery, RainViewer radar, Open-Meteo
guidance, AO notes, offline moon phase, and
Meshtastic/MeshCore barometer trends; screen
ground, drone/aviation, or maritime windows against
operator-defined rain, gust, and duration limits; then
create and open a native Mission, Drone Mission,
Task, Event, or Custom packet with the AO, screened
interval, criteria, and weather context prefilled.

Direct weather imagery: plan Meteor passes and
GOES pointing from saved TLEs, schedule capture
alerts, run unattended RTL-SDR capture and bundled
SatDump decoding, and browse the resulting local
image archive.

NOAA Weather Radio ingest: accept finalized local-
ASR bulletins from XINTEL, preserve multipart
delivery state, identify the source frequency, highlight
warnings/watches/advisories, and label transcripts for
audio verification.

SATCOM: paste, import, or download TLE sets; store
them locally; filter amateur satellites; render current
positions, footprints, and ground tracks; and feed
pass times into triggers.

XCORE integration: ground local prompts in
XTOC/XCOM records for AO review, aircraft-pattern
checks, 24-hour SITREPs, anomaly scans, packet
drafts, and optional AIASK/AIREPLY relay.

Secure Session / Trust Link: establish a one-time
challenge/response relationship, sign packets
independently of transport, verify linked senders, and
reject replayed or forged signed packets.

Portable operation: export/import backups, rosters,
keys, packets, maps, and configurations; use
copy/paste, file, print, QR, TTS, audio, mesh, radio, or
LAN handoff; and retain local ownership of the
operational record.



XCOM - field communications, reference, and relay workspace
Field packet workflow: compose, encode, chunk,
copy, print, scan, import, reassemble, deduplicate,
archive, and relay X Suite reports through any
available text path.

Assured-delivery field receipts: persist numbered
orders locally, keep transport evidence distinct from
explicit operator ACK/NAK, display
task/due/expiry/SOS state, and return reviewed
receipts over the selected field path.

SAR field execution: receive a plan revision and
assignment, acknowledge it, record local GPS tracks,
retain them across restart, and return bearer-sized
XSART1 / XSARTC1  data through Mesh, APRS/TNC, D-
STAR, Reticulum, or Mercury for XTOC coverage
analysis.

Portable map and terrain package: import the
same XMAP exported by XTOC, reverify manifest and
tile bytes before activation, render local raster/vector
packages under Forced Offline, and use local
XDEM/ASC/HGT data for elevation, profiles,
slope/aspect, line of sight, and radio-horizon
estimates.

Guided Comms: expose the selected create/import
path, provide schema-specific forms and transport
profiles, preserve a durable field record, and hand
packets to XTOC without requiring one network.

Native ICS packets: fill supported ICS values, send
IDs 100-181 through the same field transports,
receive forms from XTOC/XCOM, reconstruct, print,
and share them.

QR and voice handoff: scan provisioning, roster, key,
secure-session, and packet QR values; generate
packet QR/print output; and spell packet strings
character by character for manual voice relay.

Tactical map and offline AO: cache raster tiles,
search local cities/QTH references, plot packet
geometry, mesh/OpenMANET nodes, aircraft, ATAK
points, routes, and team positions when valid
coordinates exist.

Mesh2.0: connect Meshtastic or MeshCore where the
platform supports it, import channel labels, map
nodes, review links/routes/sensors/metrics, inspect
SNR/RSSI/hops, and send channel or direct traffic.

Reticulum / RNode MeshChat: scan XTOC
provisioning, connect, announce, inspect
peers/interfaces, and exchange X Suite packet text.
The pending-release LXMF Inbox pairs separately to
the same helper for conversations, contacts, interface
setup, map reports and photos.

MANET: join the XTOC LAN bridge by URL or QR,
exchange unchunked packets live, inspect topology,
map OpenMANET nodes, and assign nodes to
imported roster members.

OpenMANET PTT: choose receive/transmit channels
and microphone/speaker devices, then hold to talk
for immediate voice coordination while structured
packet traffic remains the durable record.

Digi Modes: connect to APRS or D-STAR bridges,
scan provisioning QRs, inspect bridge state, send
lawful CLEAR wrappers, auto-ingest inbound packets,
and pass D-PRS presence back to XTOC.

ViperGram: create OFDM WAV audio from packet
text, play or record it over ordinary radio/audio paths,
import recordings, use live microphone decode, and
cooperate with unattended XINTEL receive.

Nets and live NetLogger: import preparedness,
amateur, CH3, or event communications plans; view
current/next nets and run local sessions; optionally
refresh, search, cluster-filter, favorite, and cache
public NetLogger nets/check-ins online; copy a live
net into the local plan; convert a check-in to a station,
heard record, or QSO; export CSV/ADIF; and hand
local entries to message, map, watch, or logbook
tools.

Radios workbench: use scanner, HF, and dual-band
quick-listen faces with a local SDR helper and
browser audio, including local P25 checks on
compatible conventional channels.

Repeaters and packet stations: search an offline
repeater map, inspect station detail, browse a packet
node/BBS reference, and maintain local infrastructure
entries.

Shortwave Broadcasts: browse a bundled worldwide
HF schedule by time or frequency, filter
station/country/language/target fields, and interpret
coded schedule fields offline.



Predict - offline HF emergency communications
planning: set the local station by coordinates, device
GPS, or map; resolve the distant end from a bundled
USA/Canada callsign record, city/state or province,
grid square, or map point; plot the path with distance
and bearing; then combine UTC, manually entered or
optionally fetched SFI, SSB/CW or Digital mode,
transmit power, and a 1-72 hour horizon to rank HF-
band reliability, identify the best upcoming UTC
windows, and compare per-band mode curves. The
core planner remains usable without internet; its
lightweight VOACAP-inspired result is a planning
estimate, not a reception guarantee.

SATCOM: import or download TLEs, retain a local
satellite library, filter amateur spacecraft, view
footprints and tracks, and plan usable pass windows
offline.

Aircraft / ADS-B: connect a local dump1090/readsb-
style source and display nearby aircraft on the field
map.

ATAK / CoT: connect to the ATAK helper, monitor live
CoT traffic, map points, and customize point
presentation.

Triggers: schedule communications windows, watch
shifts, check-ins, logistics reminders, recurring field
tasks, and other time-based alarms.

Logbook: check callsigns, maintain contacts, preserve
operator detail, map paths, and export ADIF or CSV.

Field utilities: compass and bearing tools, azimuthal
mapping, ASCII banners for packet/BBS posts, Ham
Clock time/band references, and local reference
datasets.

Shared Workspace: join a governed XTOC
workspace and pull team identity, roster, packet
archive, mission context, and SATCOM context
without replacing normal packet or MANET
workflows.

Secure Session / Trust Link: complete the TOC
challenge/response and automatically sign outgoing
packets so XTOC can verify origin and reject replay or
forgery.

XCORE: run a prompt over localhost or a trusted
LAN, export local snapshots, create AIASK lines,
import AIREPLY lines, and support off-grid field-to-
TOC-to-field AI relay.

Local-first PWA: install on supported
desktop/mobile browsers, retain data on device,
operate after preloading, and export portable
backups rather than depending on a central account.

XCAST receiver: open a TOC channel URL, cap
channel data, automatically select the best available
rendition under that ceiling, navigate teletext
pages/Fastext, read text through device speech, show
native HLS when supported, and clearly label a lost
connection while retaining the last received screen
for reference.



XINTEL - local radio/audio monitoring and intelligence extraction
Audio sources: ingest RTL-SDR audio through
rtl_fm , configured HackRF tools, microphone or line
input, scanner/handheld audio, and Windows
loopback/system audio.

Local ASR: perform CPU-based speech-to-text on
device with the packaged Whisper-family model and
no cloud transcription dependency.

Speech-to-English: translate supported non-English
speech into English text locally for configured
monitoring workflows.

Voice activity detection: segment incoming audio
around speech activity before transcription to reduce
unnecessary processing and create usable transcript
events.

Rules engine: match phrases, whole words/tokens,
regular expressions, 10-codes, coordinate patterns,
and operator-defined indicators.

Triage: assign category, priority, and cooldown
values to hits so operators can filter results and
suppress repetitive alerts.

Intel Hits: preserve the triggering transcript, rule
metadata, source information, timestamps, triage
fields, and verification state.

Accountability audio: optionally save short clips
around hits, replay them locally or through an XTOC-
linked audio reference, and disable recording when
policy requires.

Transcript history: write append-only JSONL logs for
review, handoff, training analysis, and optional
XCOM/XCORE grounding.

XTOC event delivery: emit structured EVENT packets
using T=9  and deliver them through the local bridge
for automatic XTOC import.

NOAA Weather Radio: monitor selected NOAA WX
audio, forward finalized bulletins to XTOC Weather,
preserve source-frequency and multipart status, and
flag urgent warning/watch/advisory language for
verification.

APRS awareness: decode configured APRS traffic
into the hit/awareness flow and expose useful
position or callsign context to XTOC.

ViperGram unattended receive: detect live OFDM
bursts, validate CRC, reassemble multi-burst text,
forward complete multiline packet wrappers, and
allow XTOC to perform normal multipart packet
reassembly.

Shared Workspace awareness: join the XTOC
workspace read-only and cache governed team
identity, roster, mission context, and P.A.C.E. plans
without interrupting the local monitoring pipeline.

Operational-priority context: report
unacknowledged/overdue delivery and SOS/welfare
indicators, SAR assignment/hazard/coverage-gap
indicators, offline-map readiness, and terrain
provenance/relief metadata without acquiring route,
acknowledgement, assignment, or package-
distribution authority.

XCORE overwatch: provide reviewed transcript/hit
context to an optional local XCORE workflow for
operator-directed analysis while retaining human
verification.

Bundled offline runtime: packaged Windows
releases can include RTL-SDR utilities, FFmpeg, and
the default ASR model so an operator does not have
to assemble the monitoring stack separately.

Local data control: keep settings, rules, transcripts,
clips, logs, and cached workspace context on systems
controlled by the operator.

XCORE - local AI analysis, product support, and off-grid ask/reply
Local model runtime: run GGUF language models
through GPT4All on CPU without Ollama or a cloud
inference endpoint.

Model Library: install curated models, optionally
download when online, import local .gguf  files
offline, switch active models, and retain model-
license references.



Chat and threads: maintain multiple local
conversations, context, history, and operator-directed
prompts.

Query Library: save repeatable prompts, organize
common workflows, and import/export query
libraries and complete chat/thread backups.

XTOC/XCOM grounding: index configured local
files, logs, packets, roster snapshots, recent
operational records, and cached ADS-B heard-aircraft
data where available.

Shared Workspace grounding: analyze the same
governed roster, packet history, incident picture,
mission context, and P.A.C.E. data used by the TOC
through live sync or portable snapshots.

AO review: summarize people, posture, concerns,
highlights, and candidate next actions from operator-
selected local context.

Aircraft-pattern review: rank repeated aircraft
identifiers and inspect frequency or recurrence in
cached ADS-B history.

24-hour SITREP: turn recent local timeline and
packet context into a structured draft with concerns
and follow-up actions.

Packet drafting: generate XTOC COM packet drafts
with schema selection and explicit TODO markers for
missing operator-supplied fields.

Anomaly scanning: look for spikes, loops,
concentration, repeated identifiers, and configured
high-interest terms in local records.

Analysis modes: Fusion combines multiple local
sources into a balanced assessment; Directive frames
options and action order; Scan performs a fast
anomaly-oriented triage pass.

Live product manual: answer practical setup and
workflow questions for XTOC, XCOM, XINTEL, and
XCORE using bundled support knowledge with exact
menu names, ports, URLs, file names, and
troubleshooting steps.

XTOC integration: accept prompts from the Intel
page, return status and results to the workflow, and
use exported snapshots when XCORE runs on another
machine.

Delivery, SAR, and terrain evidence:
deterministically summarize recipient accountability,
overdue/SOS state, SAR revisions and planned-
versus-recorded gaps, XMAP manifest consistency,
DEM relief, and sampled local slope while remaining
unable to transmit, retry, acknowledge, assign,
activate, transfer, or certify.

XCOM integration: accept local/trusted-LAN
prompts, consume exported field snapshots, and
support packetized off-grid requests and replies.

OTA AIASK/AIREPLY: queue jobs, encode/decode
template 50 and 51 packet lines, poll job state, and
relay answers over any X Suite transport.

OTA controls: optionally require a shared token and
restrict allowed team IDs for the OTA routes.

Local HTTP service: expose health, run, OTA job, and
packet helper routes on loopback by default for
XTOC/XCOM integration.

Portable operation: keep models, indexes, prompts,
chat history, and analysis local; move snapshots or
backups by file when no network path is appropriate.

Capability availability depends on the installed release, browser permissions, operating system, staged helper packages, optional
hardware, configured third-party software, and the operator's lawful access to each data or radio source.



System requirements

Product Minimum practical environment Optional hardware or software

XTOC Modern Chromium-class browser on desktop or mobile;
local storage enabled. Windows is recommended for
bundled helper executables.

RTL-SDR/HackRF-compatible receiver paths, audio
devices, GPS/location input, local LAN/MANET,
ATAK/CoT peers, RTSP/RTMP video sources, printers,
Meshtastic/MeshCore or Reticulum hardware.

XCOM Modern Chromium-class browser on desktop or compatible
mobile device; local storage enabled.

Camera for QR, microphone/speaker or audio cable for
ViperGram, compatible mesh hardware, trusted
LAN/MANET access.

XINTEL Windows 10 or 11. Packaged releases include the default
local ASR model.

RTL-SDR and antenna; HackRF tools; scanner/receiver
line output; microphone/line input; or Windows
loopback/system audio.

XCORE Windows 10 or 11, adequate free disk space, and a local
GGUF model. CPU-only operation is supported.

More RAM and CPU improve model speed and allow
larger models. Internet is optional for model download;
local GGUF import supports offline installation.

XCAST
runtime

Bundled Windows executable started by XTOC, or an XTOC
Linux server service installed and enabled by every active
server profile. Customers do not run Python commands or
install XCAST packages. Receiver devices need XCOM or a
modern browser on the same trusted IP network.

Windows uses XTOC's bundled FFmpeg only for
optional video renditions. Linux uses
XTOC_XCAST_FFMPEG  or an existing server ffmpeg ;
text modes need neither. FFPlayout and VBIT2 are not
runtime dependencies.

Exact resource needs depend heavily on browser data volume, helper selection, ASR model, GGUF model size, context length, SDR sample
rate, and simultaneous workloads.

3. Local-first architecture
The suite does not require a central MKME data service for ordinary operation. XTOC and XCOM retain operational
data locally and exchange portable packet strings. XINTEL and XCORE expose loopback-first local services. Optional
shared-workspace, LAN, MANET, mesh, Reticulum, ATAK, and helper services are operator-run and remain under
operator control.

Radio/audio ----> XINTEL ---- EVENT packets / decoded packet text ----> XTOC
Field operator -> XCOM ------ X1 packet text over chosen transport ----> XTOC
XTOC/XCOM -----> XCORE ------ local prompt/context request ------------> result
XCOM ---------- AIASK ------ available relay path ----> XCORE ---- AIREPLY

3.0 XCAST local channel contract
XCAST separates the authoring plane from the read-only receiver plane. XTOC starts the bundled Windows runtime
on port 8103 ; the Linux server installer registers and enables xtoc-helper@xcast  on the same port. Windows
accepts state-changing requests only from local XTOC. Linux additionally accepts the same-host XTOC web origin
on XTOC_WEB_PORT , allowing the normal server-hosted XTOC screen to operate the channel. Other LAN receivers
can read the channel but cannot publish, cancel, or alter it through the browser receiver. Durable state is stored
under %LOCALAPPDATA%\MKME\XTOC\XCAST\  on Windows or /var/lib/xtoc-server/xcast  on Linux: channel.json ,
per-user portable libraries in users/<safe-user-id>.json , and optional generated fMP4/HLS segments under
streams/ . Atomic JSON writes retain a .bak  last-known-good copy.



Route Access Purpose

GET /health Public read-
only

Service version, station name, active state, sequence, start time, and
FFmpeg availability.

GET /api/v1/manifest Public read-
only

Active-program state, available renditions, exact estimated rates,
receiver routes, and future scheduled time without early future
content disclosure.

GET /api/v1/bulletins Public read-
only

Current active bulletin/emergency only.

GET /api/v1/teletext/<page> Public read-
only

Current page 100-899 with subpage, 40-column rows, and Fastext
destinations.

GET /api/v1/schedule Authorized
XTOC origin

List armed schedule entries for the local Studio.

GET/PUT
/api/v1/users/<user>/library

Authorized
XTOC origin

Load or atomically save a normalized xcast-user-library/v1
JSON file.

POST /api/v1/publish Authorized
XTOC origin

Publish immediately or arm a normalized program with up to 12
selected output profiles.

POST/DELETE /api/v1/emergency Authorized
XTOC origin

Set or clear the receiver-wide emergency override.

DELETE /api/v1/channel Authorized
XTOC origin

Remove current public channel content while preserving saved user
programs and templates.

DELETE
/api/v1/schedule/<program-id>

Authorized
XTOC origin

Cancel one armed program without exposing its unreleased content
to receivers.

JSON request bodies are limited to 1 MiB. User IDs are normalized and cannot escape the users directory. Writes
are atomic. Windows requires a loopback XTOC origin; Linux permits that path plus the same-host XTOC web origin
on the configured web port. A missing control header, wrong origin, wrong host, or wrong port receives 403 .
Receiver access is deliberately simple: the public LAN URL is the channel and channel control remains in XTOC.
Receivers reject malformed or expired responses and label connection loss clearly; emergency overrides display
immediately while valid.

Default receiver floors are Bulletin 1 kbps , Teletext 2 kbps , Pico 60 kbps , Tiny 108 kbps , Field 236 kbps , Standard
444 kbps , and LAN HD 1476 kbps . Text delivery is paced to the selected receiver ceiling and uses
ETags/conditional requests; optional video selects the highest available rendition under the same ceiling. Video
profiles clamp width to 96-1920, height to 54-1080, frame rate to 1-60, video target to 12-8000 kbps, audio target
to 8-320 kbps, and segment duration to 2-20 seconds. Profile totals include the configured audio/video targets plus
the documented transport allowance; measured link use can still vary with container and network overhead.

The ordinary XTOC backup captures XCAST programs, schedules, teletext pages, templates, exact output profiles,
settings, and installed-pack records. It excludes generated video segments and transient process state. After
restore, an explicit sync-pending marker makes the restored local library authoritative on the next local Studio
connection. XPASS delivery uses an authorized xpass-package/v1  with type xcast-template-pack ; install/remove
ownership never deletes user-created content.

Trust boundaries
Loopback services are intended for the same computer.



LAN-bound services should be exposed only on a trusted LAN, segmented MANET, firewall rule, or
authenticated VPN.
A portable packet is data, not proof of identity. Authentication requires an explicitly configured trust mechanism.
Local-first does not mean automatically backed up. Operators must export and protect backups.
XINTEL transcription and XCORE analysis are assistive outputs and require human verification.

3.1 Local fused communications broker contract

XTOC operator workflow: Local communications

Open Communication for packet work. Its Local communications section connects to the optional CrateOS
service when XTOC starts and resumes from its saved cursor automatically after a stream interruption. There is no
separate Comms Broker menu or manual connection/replay step. Existing /broker  bookmarks redirect to
/comms#local-comms .

Receiving automatically confirms the stream connection, not radio delivery or successful import of every event.
Optional service not detected requires no action when CrateOS is not used; direct Mesh, MANET and other
transport workflows remain available. If the installation requires CrateOS, start its communications service on the
same computer. XTOC does not bundle, install or launch that separate service.

Only for installation-specific setup or troubleshooting, expand Advanced local connection & activity. The default
is http://127.0.0.1:17900 . Save connection remembers an alternate address and reconnects; Use default
address restores that default. The panel shows the latest 50 saved events, expandable event details and a bundled
Local communications help link.

Compatible native X1 packets enter their existing template modules with broker provenance. Imported delivery
receipts update Delivery history in Communication. Other observations, including transcripts, radio state and CoT,
remain saved event records in Advanced; this consumer does not automatically create map tracks from CoT events
or native XINTEL hits from external transcripts.

The X Suite supports a local, versioned Comms Broker boundary for fusing packet text, voice-derived intelligence,
radio state, delivery state, and TAK/CoT observations on one device. The broker is an integration boundary, not a
replacement for XTOC packet parsing, X Suite secure keys, XINTEL hit semantics, or the bundled radio-helper
control contract.

The initial contract is broker-event.v1 . This technical reference is the complete user-facing definition of that
contract: its local endpoints, event envelope, payload rules, product responsibilities, voice/data flow, replay
behavior, and safety boundaries are defined inline below. A deployment may generate a machine-readable schema
from these rules, but an operator or integrator does not need a separate file to understand or use the interface.

Release packages include the developer companion at /developer/comms-broker/ . It contains the machine-
readable broker-event.v1.schema.json , safe broker-event.v1.examples.json , and adapter guidance in
README.md . These files contain no secure keys, live identities, credentials, or production data.



Local endpoint Direction Purpose Required behavior

POST /v1/broker/events Local adapters ->
broker

Publish normalized
observations

Accept one broker-event.v1
envelope; preserve the producer
identity and bearer.

GET /v1/broker/schema X Suite/tools ->
broker

Discover the
contract

Return the active schema and
supported event types.

GET /v1/broker/stream?since=
<cursor>&client=xtoc

Broker -> XTOC XTOC live and replay
subscription

Send SSE broker-event  records with
stable cursor IDs and replay after
restart.

GET /v1/broker/stream?since=
<cursor>&client=xcore

Broker -> XCORE XCORE live and
replay subscription

Provide observation context only; no
PTT, routing, or radio-session control.

GET /v1/broker/state Dashboard/tools ->
broker

Current state
summary

Expose interface, session, radio, and
delivery summaries for display.

GET /v1/broker/capabilities Dashboard/tools ->
broker

Adapter discovery Describe available bearers, event types,
and optional voice/data capabilities.

The broker listens on loopback by default at http://127.0.0.1:17900 . Port 17880  remains reserved for the existing
XTOC OTS bridge. Its local base URL and port may be configured by the device integration. SSE is the initial live
transport because it supports cursor replay and reconnect without adding an interactive control channel.
WebSocket is reserved for a future live-audio or interactive-session requirement.

3.1.1 Event envelope and payload rules

Every event carries eventId , schemaVersion , eventType , observedAt , receivedAt , and an object-valued payload .
The envelope may also carry sourceIdentity , sourceService , sourceBearer , interface , channel , sessionId ,
correlationId , dedupeId , priority , ttl , routing , and provenance . Timestamps are Unix epoch milliseconds.

The envelope is a JSON object. Required fields, declared field types, schemaVersion , and supported eventType
values are strict; unknown optional top-level fields are accepted and preserved for forward compatibility.
eventId  is a non-empty string, schemaVersion  is exactly broker-event.v1 , and eventType  is one of the eight
event types defined below.
observedAt  and receivedAt  are non-negative integer Unix epoch milliseconds. priority , when present, is an
integer from 0 through 3. ttl , when present, is a non-negative integer.
sourceIdentity , sourceService , sourceBearer , interface , channel , sessionId , correlationId , and
dedupeId  are strings when present. routing  and provenance  are objects when present and may carry adapter-
specific fields. payload  must always be an object.
Routing and correlation fields identify the actual producer and preserve transport history. They never spoof
Sentinel, ViperGram, XINTEL, or the radio-helper.

packet  and message : place recovered native X1 text in payload.packetText . XTOC imports the line unchanged
through the existing parser and secure-key verification path; broker metadata is stored beside the native record.
transcript  and intel : carry transcript or summary text, source/bearer/interface, confidence, and optional
extracted events. Native XINTEL hits remain distinguishable from external transcript observations.
radio_state : carry logical interfaces such as LMR_COMMAND  or LMR_TAC2 , RX/TX state, frequency when known,
mode, health, carrier/audio level, last-heard time, and error state.



delivery : record routed, delivered, acknowledged, suppressed, held, dropped, expired, or failed outcomes,
including the reason and destination when known.
voice_session : record session identity, bearer/interface, RX/TX state, TTS/ASR state, ownership, watchdog, and
lifecycle transitions.
cot : carry normalized TAK/CoT observations or bridge results. Correlate related packet, voice, transcript, and
map records with correlationId  and deduplicate with dedupeId .

3.1.2 Product responsibilities

XTOC: subscribes automatically with a durable cursor, replays missed events, imports compatible native X1 text
unchanged into existing modules, and retains other event envelopes under Communication > Advanced local
connection & activity. It has no separate broker control module.
XCORE: subscribes to live/replayed observations, retains bounded context, correlates by correlationId , and
analyzes packets, transcripts, delivery events, radio state, and CoT. This path is read-only.
XINTEL: publishes native transcripts, decoder results, and hits when configured. A defined external-transcript
adapter may publish compatible observations, but external events remain visibly distinct from native XINTEL-
generated hits.
Local adapters: own hardware sessions and bearer-specific behavior, including DigiRig audio/PTT, optional
TTS/ASR, MeshCore, AX.25/KISS, modem adapters, and TAK/CoT conversion. They publish true source and
provenance rather than impersonating another X Suite product. XCOM, XCAM, Sentinel, and XNODE retain their
existing native packet/control contracts.

3.1.3 Voice and data integration

Mesh / AX.25 / modem / CoT / XINTEL
        -> local broker -> XTOC packets / local activity and XCORE analysis
        -> optional routing -> DigiRig audio/PTT -> LMR voice
LMR audio -> optional ASR -> transcript / voice-session event -> broker -> XTOC/XCORE/data bearers

The broker may route mesh or packet data toward an LMR voice session through a TTS queue, and may route LMR
receive observations back toward packet, mesh, XTOC, XCORE, or CoT paths. XTOC and XCORE observe and analyze
this flow; they do not become a PTT, routing, identity, or radio-helper control surface.

3.1.4 Reliability and safety rules

Replay is idempotent by eventId ; native X1 message ID/key dedupe remains authoritative for packet content.
XTOC parses the SSE JSON text before envelope validation and processes events in stream order. Unknown
optional fields are preserved. Malformed JSON or unsupported envelopes do not create records or advance the
saved cursor. Starting or stopping the connection cancels obsolete pending startup work.
Inspect observation timestamps in local activity before using radio-state data. The retained event list does not
automatically assess radio freshness; a historical observation is never proof that a channel is currently available
or that a transmission succeeded.
Delivery state is explicit. A routed, held, suppressed, dropped, or failed event is not represented as delivered.
Voice paths require session ownership, a PTT watchdog, a maximum transmit duration, and recovery behavior
after adapter failure.
The local broker owns deduplication, TTL handling, delivery tracking, persistence/replay, bounded retention,
audit logging, and safe recovery after adapter failure. Only one owner may control a voice session at a time.



The local-only boundary does not require a second key hierarchy, TLS/mTLS layer, or API-token system when the
device is already protected by the existing X Suite secure keys and operating-system boundary.
Existing X Suite secure packet encryption/authentication remains authoritative. Broker provenance describes
transport history and does not grant trust or bypass verification.

3.1.5 Compatibility rules

New event types require deliberate schema versioning or an explicit event-type extension.
Unknown optional fields are preserved. Malformed or unsupported events are rejected or ignored without
interrupting SDR/audio capture, dashboard rendering, or XCORE analysis.
Replayed events are idempotent by eventId ; native X1 message ID and secure-key deduplication remain
authoritative for packet content.
Every adapter publishes its true identity and bearer. No adapter may publish as another product.
New hardware or modem adapters implement the broker publisher/routing interface; XTOC and XCORE should
not require a product-specific UI integration for every new bearer.



4. X1 packet protocol
XTOC and XCOM use an ASCII packet wrapper designed to survive copy/paste, QR transfer, email, constrained text
channels, manual relay, and transport-specific chunking. The current public wrapper version is X1 .

4.1 CLEAR wrapper

X1.<T>.C.<ID>.<P>/<N>.<PAYLOAD>

Field Meaning Constraints

X1 Protocol/version marker Literal text

T Numeric template identifier Decimal integer

C CLEAR payload mode Openly decodable; not encrypted

ID Message identifier used for dedupe and reassembly Short transport-safe identifier

P/N One-indexed part number and total part count 1/1  for an unchunked packet

PAYLOAD Template-specific binary data encoded as Base64url text URL-safe ASCII without required padding

4.2 SECURE wrapper

X1.<T>.S.<ID>.<P>/<N>.<KID>.<PAYLOAD>

KID  identifies the shared team-key epoch. Secure payload version 1 uses XChaCha20-Poly1305 with a 24-byte
nonce and 16-byte authentication tag. Compact secure payload version 2 uses ChaCha20-Poly1305 with a 12-byte
nonce and 16-byte authentication tag. Header fields are bound as authenticated associated data:

X1|T|S|ID|P|N|KID

Do not transmit SECURE packets over amateur radio. SECURE mode encrypts the payload and is intended
for non-amateur paths. Use CLEAR mode for amateur-radio-adjacent workflows, and verify that the selected
waveform, data mode, frequency, bandwidth, station identification, content, and operating method are
permitted.

4.3 Parsing rules
1. Trim surrounding whitespace and require the prefix X1. .
2. Split the wrapper at period separators.
3. Parse T , mode, message ID, and P/N .
4. For CLEAR, concatenate all remaining segments as payload.
5. For SECURE, parse KID , then concatenate the remaining segments as payload.
6. Reject unknown modes, missing payloads, or nonnumeric required fields.



4.4 Multipart reassembly and deduplication
All parts of one message use the same version, template, mode, ID, total count, and KID when present.
Only the part number and payload slice change.
Parts may arrive out of order.
Duplicate parts are ignored.
The receiver retains a partial state until every numbered part is available.
After reassembly, payload slices are concatenated in numeric part order before template decoding or secure
processing.

5. Template identifiers

ID Name Purpose

1 SITREP Structured situation report

2 CONTACT Observed contact/report item

3 TASK Tasking or request

4 CHECKIN/LOC Unit status and optional position

5 RESOURCE Resource request or requirement

6 ASSET Asset identity, condition, and optional position

7 ZONE Circle/polygon area marking and meaning code

8 MISSION Mission data and optional operator payload

9 EVENT Event or intelligence hit; used by XINTEL delivery

10 PHASELINE Named line/geometry and associated details

11 SENTINEL Trigger/watch state

12 ROUTE Route geometry and metadata

13 MESSAGE General structured message

16 CONTROL Control/state operation packet

50 AIASK Off-grid XCORE request

51 AIREPLY Off-grid XCORE response

50-99 Custom range Operator-defined templates; avoid collisions with assigned suite IDs

100-181 ICS forms Built-in form-value packet range for supported ICS definitions

Template payloads use versioned, template-specific binary layouts encoded with Base64url. Common
implementation techniques include fixed-width unsigned/signed integers, epoch minutes, E5 latitude/longitude
integers, flags bytes, length-prefixed UTF-8 text, and compact enumerations. A decoder must use the template ID
and the payload's internal layout version together.



Representative ASSET payload layout

byte 0       layout version = 1
bytes 1..2  source unit ID, unsigned 16-bit, network byte order
byte 3       condition code
bytes 4..7  Unix minutes, unsigned 32-bit, network byte order
byte 8       asset type code
byte 9       flags:
             bit 0 location present
             bit 1 label present
             bit 2 note present
             bit 3 additional source IDs present
optional     latitude E5 (signed 32-bit), longitude E5 (signed 32-bit)
optional     label length byte + UTF-8 label, maximum 48 bytes
optional     note length byte + UTF-8 note, maximum 120 bytes
optional     source count byte + repeated unsigned 16-bit unit IDs



6. Transport behavior
The X1 wrapper is not a radio modem and does not reserve a frequency, network, or vendor path. It is portable
application data. The operator selects a lawful underlying transport and a size profile appropriate to that transport.

Path Mode guidance Technical behavior

Copy/paste, email, file CLEAR or SECURE where
lawful

Move one or more wrapper lines without modification.

QR CLEAR or SECURE where
lawful

Single or multipart visual transfer between devices.

Voice/TTS relay CLEAR Character-by-character aid; human confirmation is
recommended.

APRS/AX.25 amateur use CLEAR only Short chunks; the APRS integration blocks SECURE transmit by
default.

D-STAR/D-PRS amateur use CLEAR only Use documented data facilities and applicable
identification/content rules.

JS8Call/FLDIGI/Winlink-style
amateur use

CLEAR only Use short chunks and an appropriate publicly documented
mode.

Meshtastic/MeshCore ISM Depends on jurisdiction and
network policy

Profile-based chunking; practical defaults are approximately 180
characters for Meshtastic and 160 bytes for MeshCore.

Reticulum/RNode Depends on underlying
interface and jurisdiction

Broadcast or direct message through the operator-run local
bridge.

Trusted LAN/MANET CLEAR or SECURE as required Live text transfer through an operator-run bridge; packet
chunking is usually unnecessary on IP links.

ViperGram audio Payload mode and radio
legality are separate decisions

Renders packet text as an audio waveform. It is not wire-
compatible with Rattlegram.

6.1 Mercury HF native transport
Mercury v2 is a separately installed GPL HF modem application. The X Suite does not bundle or fork Mercury. XTOC
and XCOM use a local mercury-bridge  helper to translate the Mercury TCP TNC interfaces into the same
HTTP/event contract used by the browser products.



Interface Recommended local
endpoint

X Suite use

Mercury control 127.0.0.1:8300 Callsign, listen/public policy, bandwidth, connect/disconnect, buffer, S/N,
bitrate, and tune commands

Mercury ARQ data 127.0.0.1:8301 Reliable peer X1 record send/receive

Mercury standard
KISS

127.0.0.1:8310 Connectionless broadcast and Reticulum TCPClientInterface

XTOC helper HTTP 127.0.0.1:8110 Health, status, events, clients, ARQ actions, broadcast, tuning, and share
metadata

The ARQ socket is a byte stream, so the helper applies XTOC-MERCURY/1 <UTF-8 byte length>\n<payload>  framing.
It correctly handles split headers/bodies and multiple records in a single TCP read. XTOC/XCOM use a conservative
1000-character packet target.

Mercury RF is not VARA-compatible. Both RF endpoints must use Mercury.
Inbound X1 records keep mercury  provenance and enter the normal parser, reassembly, dedupe, mapping,
storage, trigger, XINTEL event, and XCORE AIASK/AIREPLY workflows.
XTOC, XCOM, and the helper each reject SECURE X1 packets on the amateur-HF path.
Reticulum requires a 500-byte MTU. Use a Mercury mode such as DATAC1, DATAC17, or QAM16C2; DATAC3 is
too small.
Mercury KISS/Reticulum encryption is only appropriate where the radio service and operation lawfully permit
encrypted traffic.

Implementation and recovery details are in docs/19-mercury-hf-integration.md .

6.2 Assured-delivery and accountability contract
The assured-delivery layer is an application ledger above the bearer. It does not claim that any radio path is reliable
and it never converts a transport-level result into a human acknowledgement.

XTOC operator flow and native composer tracking
1. Connect the usual radio/local transport and confirm its channel or direct recipient.
2. In Communication, create/generate or paste an X1 packet, select the transport profile, check Assured delivery

beside the output, then use the existing Send button. The Import button only stores incoming data locally.
3. For messages, use the same option beside Mesh, Mesh2.0 Chat, Reticulum or mesh chat dock/popout

composers. Mesh individual and squad options are independent.
4. Read inline status; open Communication → Delivery history to inspect content, recipients, attempts and next-

attempt timing, copy a message or stop tracking. Existing /delivery  bookmarks redirect here.

No second message form, standalone Delivery menu or additional wire envelope is required. Composer records use
xsuite-delivery.v1  with payloadFormat: native  and requiresOperatorAck: false . Text and X1 packet chunks
pass unchanged through the native transport. The sender stores a snapshot of the direct
destination/channel/bearer; changing the active conversation does not redirect retries. Existing XDO1 numbered
orders and XDR1 receipts remain a separate contract.



Native composer
behavior

Current XTOC contract

Supported packet
profiles

Meshtastic, MeshCore, MANET, Reticulum, Mercury HF, APRS and D-STAR. Export-only paths do not gain radio
ACK feedback.

Direct Meshtastic Native ACK request; at most three total attempts. A missing ACK uses a 45-second acknowledgement timeout.
Failed attempts use bounded backoff starting at 5 seconds. Scheduler checks every 5 seconds while XTOC is
open.

Expiry and
connection

120 minutes from creation. Only the matching connected Meshtastic bearer is retried automatically. No device
chooser, transport switch or implicit PACE failover runs in the background.

Other
submissions

Successful broadcasts and adapters without verified native ACK feedback remain Sent · unconfirmed and are not
blindly retransmitted.

State and stop Radio acknowledged is native feedback, not human acceptance; it remains acknowledged after expiry. Stop
tracking prevents future scheduled attempts but cannot recall an already submitted message.

Persistence IndexedDB retains payload, attempts, captured route and deadline. A Web Lock serializes dispatch across
compatible tabs/popouts. Reopening the app and reconnecting the matching bearer permits eligible pending
retries; browser suspension can delay scheduling.

The locally cached operator guide is available at XTOC Help → Assured delivery → Open the assured delivery
user guide, with a printable PDF. Existing numbered SAR/SOS records expose Send next attempt and explicit
operator ACK/NAK in Delivery history; those controls do not appear on native composer messages.

Reticulum LXMF workspace
Source implementation / pending release: XTOC and XCOM use the existing Reticulum helper on 8096 . The
official LXMF library runs inside that process alongside RNS; no second daemon or helper program is required.
Published-package, native-mobile, and physical-radio validation remain separate release gates.



Contract Behavior and boundary

Interoperability LXMF conversations use LXMF destination addresses and message fields. The legacy xtoc.meshchat  raw-text
channel and its destination hashes remain separate. A successful raw-text send does not demonstrate LXMF
compatibility.

Persistence and
receipts

messages.sqlite3  beside the helper identity retains messages and contacts. Queued, sending, delivered,
failed and propagated states reflect durable attempts and LXMF callbacks. Delivered requires destination receipt;
local HTTP acceptance is not delivery or a human read receipt. Propagated means stored on a configured relay,
not destination delivery. Restart recovery cannot invent a receipt. Retrying after a lost receipt can duplicate
already-received text.

Access The new /lxmf  API requires a generated X-LXMF-Key . The console prints the path to the private access-
key  file, not the key. Open it locally to pair. Browser pairing is session-only. Invalid or missing credentials must
deny protected reads and writes. A paired browser shares the helper identity and workspace, not an independent
account.

Contacts Saved names are local labels. A verified mark records the operator's independent address check; discovery or a
friendly label is not identity verification.

Interfaces Managed forms cover Auto/LAN, TCP client, and RNode configuration. Validate, save, restart the helper, and
inspect actual interface status. Unmanaged entries are preserved and a timestamped config.before-xtoc-*
backup is written. Configuration acceptance alone is not hardware commissioning.

Retries and relay The helper permits three total outbound submissions before a failed callback becomes terminal; LXMF manages
its own transmission activity within each submission. A failed direct submission switches to the configured
external relay when available. Otherwise eligible retries wait 30 seconds. Unresolved identity/path discovery
checks every 30 seconds and fails after ten minutes without progress. This helper does not host a propagation-
node service.

Telemetry Compatible LXMF/Sideband packed location reports map into the existing position stores with source and
timestamp. Outgoing location sharing is opt-in. Missing or malformed coordinates do not create positions. No
automatic remote tracking or universal Sideband sensor compatibility is claimed.

Photos Browser-local JPEG compression limits the longest edge to 1,280 pixels and encoded image payload to 64 KiB.
Preview before sending. Link airtime and delivery vary with the interface. This milestone does not provide
arbitrary file transfer, voice notes, or live calls.

Recovery Keep the existing identity and helper storage when updating. Stop the helper and back up identity, LXMF
storage/database, and Reticulum configuration together. Browser backups do not include this host data. The
helper must run for pending delivery.

Plain HTTP does not protect the browser-to-helper hop; use loopback or an operator-controlled trusted LAN. Do
not expose port 8096 publicly. Legacy bridge endpoints retain their existing trusted-LAN model. Reticulum/LXMF
encryption must be lawful for the radio service. Propagation-node hosting, automatic relay selection, and
independent native-mobile background operation are outside this milestone. LXMF delivery state does not alter the
separate Assured delivery and numbered-order receipt semantics below.

LXMF HTTP and message contract

The source/build dependency pins are rns==1.4.2  and lxmf==1.1.1 . Direct server.py  startup defaults to
127.0.0.1:8096 ; the Windows launcher with no arguments binds 0.0.0.0:8096  for LAN clients. To bind that
launcher to loopback explicitly, pass --http-host 127.0.0.1 --http-port 8096 . A browser on another device uses
the helper host's reachable LAN address, not its own loopback address.



All endpoints below require X-LXMF-Key . POST bodies are JSON objects, with a maximum HTTP request body of
500,000 bytes. Successful JSON responses contain ok:true ; rejected keys return HTTP 401, validation/unknown-
LXMF-endpoint errors return 400, and unexpected POST failures return 500 with a diagnostic message.
Authentication also runs before conditional GET handling. GET /lxmf  supplies an ETag; a matching If-None-Match
returns 304 without a body, so clients retain their previous authenticated snapshot. Responses use Cache-Control:
no-store .

Method and path Request / response

GET /lxmf Returns own LXMF address , messages , contacts , signed telemetry , propagationNode ,
syncState  and syncProgress . Message window: latest 500 records, presented oldest-first. Older
database history is retained; this endpoint has no pagination or delete operation.

POST /lxmf/send id , toHash , optional text , image  and telemetry . At least one of nonblank text, image or position
is required. Returns message  from the saved ledger; HTTP success means local acceptance only.

POST /lxmf/retry id  of a failed outgoing record only. Resets attempt count and method to direct, retaining its content and
original timestamp. There is no recall/cancel API.

POST
/lxmf/contacts

hash , name  (1-80 trimmed characters), optional boolean verified . Creates or updates a local contact.
Browser JSON import resets verification; an announcement updates last-seen time without replacing a
saved name.

POST
/lxmf/settings

propagationNode  is required: full relay address, or null  to clear. The choice is persisted on the helper.

POST /lxmf/sync Empty object requests messages from the configured propagation node; rejected if none is configured.
Returns transfer syncState ; request acceptance does not prove messages were retrieved.

GET
/lxmf/interfaces

Returns managed interfaces , restartRequired , configPath , configuration revision  and
operating note.

POST
/lxmf/interfaces

interfaces  array replaces the managed set only. Returns the saved configuration summary plus
backupPath . Restart is an operator action; there is no remote restart endpoint.

Addressing and idempotency: delivery destinations are 32 hexadecimal characters, normalized to lowercase. A
stable client id  must contain 16-80 letters, digits, underscores or hyphens. Repeating the same ID and identical
recipient/content returns the existing record; reusing it for different content is rejected. Outgoing text is limited to
16,000 UTF-8 bytes. Incoming text is retained up to 16,000 characters. The LXMF hash is stable across retries
because original content and timestamp are reused; received hashes are inserted once. A new client ID creates a
new message, so duplicate delivery remains possible when operators resend uncertain traffic.

Message records include id , direction  ( in / out ), peer , text , state , created_at , updated_at , attempts ,
next_attempt , method , error , optional image / telemetry  and signature_verified . Ledger times are Unix
milliseconds. Incoming state is received ; inspect the signature flag separately. Outgoing delivered  requires an
LXMF destination receipt. propagated  records relay acceptance and is not automatically upgraded to destination
delivery by this ledger.

Photo and position wire fields

The API image object is {mime,data} , where data  is strict base64. The helper accepts JPEG, PNG or WebP with
matching file signatures and 1-65,536 decoded bytes (base64 text capped at 90,000 characters). The browser
produces JPEG with a longest edge no greater than 1,280 pixels. The 64 KiB limit is decoded image-file size, not
base64/HTTP size or total radio airtime; the helper does not independently enforce pixel dimensions. On the wire,



LXMF.FIELD_IMAGE  contains a format label and raw bytes. Invalid/oversized incoming images are omitted while the
message text is retained.

The API position object contains latitude  (-90 to 90), longitude  (-180 to 180), optional altitude  (-12,000 to
100,000 metres), and timestamp  in Unix milliseconds. Values must be finite; timestamps must be positive and no
more than five minutes ahead of the helper clock. A missing outgoing timestamp defaults to current helper time.
Old reports remain old; there is no automatic freshness expiry in the database.

LXMF.FIELD_TELEMETRY  carries Sideband-style MessagePack: sensor 1 is UTC seconds; sensor 2 is a seven-element
location list. Latitude/longitude use signed big-endian 32-bit microdegrees; altitude uses signed 32-bit centimetres.
The remaining motion/accuracy slots are zero-filled, followed by the location's UTC seconds. The decoder accepts
at most 16,384 telemetry bytes and reads this location subset only. LXMF.FIELD_CUSTOM_META  carries
xtoc_message_id ; it is correlation metadata, not identity verification.

Map trust: the snapshot exposes only signature-validated incoming positions, choosing the newest report
timestamp for each source address independently of the 500-message window. An unverified message may remain
visible with a warning, but its position is excluded from maps. A valid signature authenticates the address that sent
the report; it does not establish who owns that address or prove the coordinate is true. Contact verification and
report freshness remain separate operator checks. Announcements alone do not create coordinates.

Managed interface limits and recovery

At most 12 interfaces can be managed. Names contain 1-60 letters, digits, spaces, underscores or hyphens and
must be unique ignoring case; enabled  is a boolean. Types are AutoInterface , TCPClientInterface  and
RNodeInterface . TCP client configuration requires a host and port 1-65,535. RNode requires a serial/Bluetooth port,
frequency 137,000,000-1,020,000,000 Hz, bandwidth 7,800-500,000 Hz, transmit power 0-22, spreading factor 5-12
and coding rate 5-8. These are editor validation bounds, not a guarantee that hardware supports a setting or that
transmission is permitted.

Advanced RNS interfaces and options, including TCP servers and Mercury kiss_framing , remain in the operator-
managed configuration outside the BEGIN XTOC MANAGED INTERFACES  block. The basic TCP form does not configure
Mercury KISS framing. A changed on-disk configuration digest or ambiguous managed markers rejects the save
without replacing configuration. Successful saves create config.before-xtoc-* , write through config.xtoc-
pending  and set restartRequired . Restart the process that owns RNS interfaces if using a shared RNS instance,
then reconnect and exchange a real test message.

Host storage: default identity is ~/.xtoc/reticulum-bridge/identity  ( ~  is the helper account's home). --
identity-file  changes that path; its parent directory also holds access-key , messages.sqlite3  and LXMF router
state. --rns-config-dir  selects the Reticulum configuration directory; otherwise RNS uses its normal configuration.
SQLite uses WAL and FULL synchronization. Stop the helper before backing up the entire state directory, including
any remaining WAL sidecars, plus the RNS configuration. LXMF transport encryption does not encrypt these local
files at rest.

On restart, sending  records return to queued  with an uncertainty explanation; confirmed records are preserved.
The outbox checks every two seconds and selects up to 16 eligible records per pass. An unreadable/corrupt existing
identity or malformed existing key fails startup rather than silently replacing it. If the identity file is absent, the
helper creates a new identity, so restore missing state from a verified backup before starting if you need to keep
the old address. If deliberately rotating the access key, stop the helper, preserve the old file privately, then remove
it only as an explicit operator action before restart and re-pair every browser. Rotation invalidates the old shared
credential; it is not per-user revocation.



Validation scope: current acceptance evidence includes local reference-LXMF exchanges and Windows
acceptance-executable startup, messages and restart tests. Physical radios, native phone-app interoperability, Linux
packaged runtime and real propagation-node exchange still require their own validation. Use the quick-reference
handbook's section 12H for field setup and recovery.

Existing numbered-order and receipt protocol

Contract Prefix / schema Purpose

Recipient
order

XDO1.  / xsuite-order-
wire.v1

Bounded order number, recipient, kind, title, payload, priority, creation/due/expiry
times, and explicit-ACK requirement.

Receipt XDR1.  / xsuite-
receipt.v1

Bearer ACK/NAK, operator ACK/NAK, expiry, or terminal failure tied to order and
recipient.

Local ledger xsuite-delivery.v1 Routes, retry policy, recipients, attempts, native message IDs/codes, route changes,
history events, receipts, and closure state.

Recipient states are queued , transmitted , bearer-acknowledged , operator-acknowledged , expired , and failed .
Native composer radio ACK is a completed transport confirmation; it is not an operator receipt. Existing numbered
orders retain their explicit human-acknowledgement and audited closure rules. Inspect the saved retry policy and
state rather than assuming that a bearer ACK triggers another transmission.

The PACE route model distinguishes bearer class ( bluetooth , serial-tnc , tcp-ip , mesh , hf , or manual ) from
adapter ( meshtastic , meshcore , halow , reticulum , aprs , dstar , mercury , or manual ). XTOC records each
attempt before/after dispatch and persists next-attempt timing, TTL, dedupe sequence, receipts, and recipient
history in IndexedDB. Meshtastic tracked-send identifiers and ACK/NAK callbacks are retained as native bearer
evidence. Unknown-order receipts are retained and replayed in timestamp order when the matching order arrives.
XCOM records the selected return bearer before transmitting a receipt; failed sends keep the same pending receipt
ID and add the failed bearer/error to route history so another route can retry it without inventing a second
acknowledgement.

6.3 Operational SAR contracts

Contract Prefix / schema Purpose

Plan assignment XSAR1.  / xsuite-sar-
plan.v1

Plan revision and one recipient assignment; field copy omits accumulated
tracks.

Field track XSART1.  / xsuite-sar-
track.v1

Track identity, plan/assignment, recipient, state, timestamps, and
recorded coordinates.

Constrained-link
track chunk

XSARTC1.<transfer>.<part>.
<total>.<base64url-slice>

Bearer-sized portions of one XSART1 payload, with duplicate/conflict
checks and out-of-order reassembly preserved across restart and
portable XCOM backup/restore.

XCOM uses conservative line limits of 180 characters for Meshtastic, 500 for Reticulum, 67 for APRS/TNC, 100 for D-
STAR, and 180 for Mercury. A transfer is limited to 4,096 chunks and two million encoded characters. Conflicting
part totals or duplicate part payloads fail closed. XTOC imports a completed track only when the reconstructed
schema, plan ID, track ID, and all coordinates validate and the referenced plan exists.



Search geometry uses spherical coordinate offsets and shortest-longitude interpolation so high-latitude and
antimeridian plans remain bounded. Contour and shoreline modes require operator-reviewed reference-line
geometry. Calculated spacing stores the terrain, visibility, search-object, resource, effective-sweep-width, and
overlap inputs alongside the result and a planning-estimate warning.

Coverage is a planning comparison between sampled planned paths and recorded paths using the plan's track
spacing. It reports covered samples, gaps, and overlap; it is not proof that terrain was visually searched or that
probability of detection met an agency standard. Replans preserve the source plan ID/revision relationship. XTOC
exports both structured worksheet data and a self-contained print-ready HTML bundle; each label explicitly states
that 104/104S/104D-style output is not an official government form.

6.4 XMAP and XDEM offline package contracts

Contract Schema Required integrity behavior

XMAP
manifest

xsuite-
offline-
map.v1

Package/source identity, EPSG:3857 CRS, original format/file, creator/time, bounds, zooms,
raster/vector kind, vector layers, tile count/bytes, a canonical-inventory SHA-256, and one
unique safe path/coordinate/MIME/size/SHA-256 record per tile.

XDEM
manifest

xsuite-
xdem.v1

Dimensions, WGS84 bounds, optional no-data value, float32 little-endian data path/hash,
source format/file/hash, and creation time.

Runtime
terrain
record

xsuite-
terrain.v1

Verified source metadata plus grid dimensions, bounds, elevations, no-data, and calculated
minimum/maximum elevation.

XTOC accepts ordinary MBTiles, PMTiles v3, Web-Mercator-aligned GeoPackage tile pyramids, XMAP, slippy tile ZIP,
XDEM, ESRI ASCII Grid, and SRTM HGT. GeoPackage CRS other than EPSG:3857, unaligned local matrices, SQLite
normalized views, and PMTiles Brotli/Zstandard compression are not accepted by the bundled reader. Files using
those cases must be converted by the operator outside the suite into a supported package; the app does not
silently fetch a decoder.

Tile import stages a new cache, validates CRS and coordinates, rejects path traversal, duplicate paths and empty
tiles, calculates canonical-inventory/source/per-tile SHA-256, reads every staged tile back, and updates the active
manifest only after full verification. A failed import leaves the previous active package unchanged. XCOM applies
the same XMAP checks and caches identical tile bytes, providing a deterministic TOC-to-field handoff.

Terrain analysis is local and deterministic: bilinear elevation sampling, distance/elevation profiles, point
slope/grade/aspect, effective-Earth-radius line of sight with minimum clearance/obstruction, and geometric radio
horizon. Results remain estimates and do not replace authoritative aeronautical, surveying, propagation, or field-
safety products.

6.5 Mesh 2.0 map shading contract
XTOC and XCOM derive map shading locally from the selected mesh's existing node and received-traffic data. The
initial evidence window is 60 minutes and the initial assumed reach radius is 2 km. These are display/planning
settings; changing them does not configure the radio, transmit a test, or create new reception evidence.

RX activity: recent received-record counts are grouped by origin node and log-normalized among the visible
nodes. There is no RSSI/SNR weighting or age decay within the selected window. The position must be



independently fresh; new traffic does not refresh an old GPS fix. This is an activity visualization at the latest
known position, not a historical GPS sample at reception time or an RF signal-strength survey. Relayed traffic
does not establish a direct sender-to-receiver path.
Assumed reach: geographic footprints use an operator-selected radius. No automatic propagation or range
calibration is inferred from SNR/RSSI. Terrain, obstruction, antenna height, power, radio sensitivity,
frequency/channel/key compatibility, and protocol-specific relay behavior are not modeled.
Overlap: shading samples cell centers at approximately half the assumed-radius spacing; the point inspection
computes the spherical distance to each candidate directly. A cell is an approximate visual sample, not a
surveyed boundary. Intersecting footprints describe geometric overlap only. They do not establish a usable link,
relay chain, redundancy, route, or delivery probability.
Direct received evidence: map lines run from the origin to the actual local receiver and require fresh endpoint
positions plus a fresh received record with receiver provenance. Explicit zero relay metadata means valid integer
hopStart === hopLimit  for Meshtastic or pathLen === 0  for MeshCore. Missing hop metadata, a destination
field, a last-signal summary, or multihop reception cannot establish this line. Legacy records without receiver
identity cannot prove which local radio received them. Such evidence supports an observed one-way reception;
it does not establish a two-way or currently available link.
Scope and bounds: the selected protocol is required; Meshtastic and MeshCore data are not combined into a
single coverage model. The model accepts a 1–1440 minute window and a 0.25–20 km assumed radius.
Distances use latest known positions and do not establish radio reach.
Unknown areas: absent or stale position/evidence cannot establish a dead zone. Inspect missing-data and
freshness indicators, then collect a field check. The existing Terrain workflow remains a separate elevation/line-
of-sight aid.
Offline behavior: calculations use local data and bundled map rendering. No new API, external asset,
propagation service, or background radio test is required. Offline basemap availability still depends on the app's
existing cached/imported map setup.

Operator procedure: open Mesh 2.0's Map view, review the evidence window, compare RX activity with assumed
reach and overlap, inspect nodes and direct-RX evidence, and verify proposed placements with actual two-way
traffic before relying on them. The focused local guides/mesh-map-shading.html  guide is linked from each app's
Mesh Help.

7. ViperGram public technical characteristics
ViperGram is a suite-specific OFDM-style audio transport implemented by XTOC/XCOM and decoded by
XTOC/XCOM or XINTEL. It solves a radio-audio transfer problem but is not compatible with Rattlegram.



Audio file Mono, signed 16-bit PCM WAV at 8,000 samples/second

Lead/tail silence 180 ms each

Inter-burst gap 240 ms

Edge shaping 10 ms cosine ramp

Useful OFDM symbol 1,280 samples / 160 ms

Guard/cyclic prefix 160 samples / 20 ms

Total symbol 1,440 samples / 180 ms

Burst structure 7 symbols: noise, sync, preamble, and 4 payload symbols

Nominal burst duration 1.26 seconds, excluding configured gaps/silence and repeats

Active carriers 256

Carrier bins 112 through 367 at 6.25 Hz spacing

Occupied audio range Approximately 700 Hz through 2,293.75 Hz

Modulation Differential QPSK

Raw modulated payload 2,048 bits per burst before profile handling

Bit processing 32-column interleave, xorshift32 whitening, CRC-32 validation, and multi-burst text reassembly

Protection profiles

Profile Payload bytes per burst Payload duplication Burst repeats

Strong 85 Yes 2

Medium 128 No 2

Normal 170 No 1

Important distinction. Publishing waveform characteristics does not make every use of the waveform lawful
on every service, band, channel, or device. Operators must evaluate the actual transmission method and
current local rules. CLEAR packet content is not encryption, but a digital emission may still have independent
mode, bandwidth, identification, content, equipment, and automatic-control requirements.

8. XINTEL technical notes
Accepts local RTL-SDR audio through rtl_fm , HackRF capture through configured HackRF tools, physical audio
inputs, and Windows loopback/system audio.
Uses a local Whisper-family ASR model for transcription and optional speech-to-English translation.
Packaged Windows releases include the default ASR model; source/development environments may download
or cache a model.
Applies operator-defined keyword and regular-expression rules to finalized text.



Stores local transcripts and, when enabled, short audio clips associated with hits.
Emits XTOC EVENT  packets using template T=9 .
Hosts a loopback-first bridge at http://127.0.0.1:17650 .
Can forward multiline ViperGram-decoded packet text so XTOC can reassemble the original multipart message.
ASR can mishear callsigns, numbers, times, locations, and warning language. Critical information must be
verified against audio or another source.

9. XCORE technical notes
Runs local GGUF language models through the GPT4All runtime; no Ollama server or cloud LLM API is required.
Supports CPU-only operation. Model size, quantization, RAM, CPU, and context length determine performance.
Can index configured local XTOC/XCOM files and snapshots for grounded analysis.
Includes local product-support knowledge, saved query libraries, chat/thread history, and operator-editable
prompts.
Exposes GET /health  and POST /v1/run  at 127.0.0.1:17670  by default, with a small fallback port range.
The basic /v1/run  route is intended for localhost or a trusted, segmented network; do not expose it directly to
an untrusted network.
Optional OTA routes support queued AIASK/AIREPLY workflows and can use a shared token plus allowed-team
controls.
AI output can be incomplete or wrong. Operators must review generated summaries, recommendations, and
packet drafts.

XCORE local memory and field-work foundation
The next XCORE feature set extends the local analyst workspace without changing the user's local-model choice or
adding a cloud service. It is designed for operators who need to carry context across shifts and bring field material
into the same private workspace.

Durable local memory: operational memory is stored separately from chat history and retains source, observed
time, confidence, optional expiry, and revision state. Corrections and removals are explicit operator actions.
Local field inputs: the application can retain metadata and provenance for local images/maps, scanned forms
and PDFs, audio, video, text, and transcripts. Source files are not copied or uploaded by the field-evidence
registry.
Capability-aware interpretation: storage and viewing are model-neutral. Text-only local models remain valid.
Image, audio, or video interpretation is only offered when a verified local adapter/runtime capability exists;
otherwise the operator can attach notes or a transcript.
Operator surface: the native Operations -> Memory & Field Evidence...  window exposes memory, field-file
metadata, capability status, and local audit traces. Memory correction and deletion require confirmation.
Supervised operations path: POST /v1/ops/run  plans, retrieves, and checks local records as a read-only
operation. It does not auto-send, broadcast, publish, or transmit on the operator's behalf.
Future adapter seam: a local interpretation adapter can later accept verified vision/audio results, including
transcript-producing integrations, without changing the storage contract or excluding ordinary text models.

Local field-evidence record contract

Each retained item has a stable local identifier, source path or operator-note origin, kind, file name, byte size, SHA-
256 when a file is available, source modification time, import time, operator notes or transcript, confidence, and



capability/status signals. Text extraction uses the existing local path; binary files remain usable as metadata-backed
local records when no installed reader or modality adapter is available.

Selected XCORE service routes

GET  /health
POST /v1/run
POST /v1/ota/ask
POST /v1/ota/ask-packets
GET  /v1/ota/job/{id}
GET  /v1/ota/jobs
POST /v1/ota/packet/ask/encode
POST /v1/ota/packet/ask/decode
POST /v1/ota/packet/reply/decode



10. Security, authentication, and keys

CLEAR
CLEAR packets provide portability and public decodability, not confidentiality. Anyone who receives a CLEAR packet
can potentially decode its contents. A plain CLEAR wrapper is not proof of sender identity and does not prevent
replay.

SECURE
SECURE packets use authenticated encryption with a shared team key. The key ID supports rotation. Decryption
must fail when the key is missing, wrong, expired by local policy, or the authenticated data has been changed.
Possession of the shared key proves only that a holder of that key created the packet; it does not identify an
individual operator.

Secure Session / Trust Link
Where enabled, the suite can add packet authentication and anti-replay behavior independently of confidentiality.
Authentication is not the same as encryption. Operators must still confirm whether cryptographic authentication is
permitted on the selected radio service and path.

Key handling
Distribute team keys out of band and only to authorized devices.
Rotate immediately after suspected compromise or membership change.
Do not place keys in public documents, screenshots, tickets, or shared files.
Back up keys only through an intentionally protected process.

11. Licensing, installation, and offline use
Commercial releases use one-time online license activation and cache the validated device state locally.
Keys are device-scoped unless the purchased product/plan says otherwise.
Do not publish or share license keys.
XTOC/XCOM should be installed or loaded before a planned offline period, and required helper packages
should be staged locally.
XINTEL packaged releases include the default ASR model for offline use.
XCORE requires at least one installed local GGUF model before offline inference can work.
Optional online sources, map layers, model downloads, registry updates, or feeds are unavailable without their
upstream connectivity; locally cached or bundled functions continue according to configuration.

12. Data retention and backups
XTOC and XCOM browser storage is tied to the browser profile and site origin. Clearing site data can remove
local operational records and cached app data.
Use the application's export/backup tools before browser cleanup, device migration, or major updates.



XINTEL logs, transcripts, and clips can contain sensitive received information; set a retention policy and protect
the local data directory.
XCORE indexes, chat history, prompts, and model files remain local but may reflect sensitive operational context.
Shared-workspace or bridge operators are responsible for server backups, firewalling, access control, and
retention.

13. Amateur-radio and spectrum-use notes
XTOC/XCOM packet text can be carried through amateur-radio workflows only when the control operator uses a
lawful frequency, emission, content, station identification method, and operating practice. The software does not
make those decisions for the operator.

Use CLEAR packets on amateur-radio paths. Do not use SECURE encrypted payloads.
Use a permitted and appropriately documented underlying digital technique.
Transmit required station identification outside or alongside the X1 application packet as required; the X1
wrapper does not replace a callsign ID.
Keep packet content within the permitted purpose of the amateur service and applicable third-party traffic rules.
Respect band plans, bandwidth limits, power limits, automatic-control restrictions, and duty-cycle/interference
considerations.
Do not assume that an ISM, GMRS, FRS, commercial, public-safety, aviation, or marine path has the same rules
as amateur radio.

In the United States, FCC Part 97 includes rules for RTTY/data emission codes and states that unspecified digital
codes must not be used for the purpose of obscuring meaning. It also recognizes techniques whose technical
characteristics have been publicly documented. In Canada, ISED RBR-4 specifies amateur operating standards
including band/bandwidth, interference, identification, and qualification requirements. Always consult the current
primary rules for the jurisdiction and band in use.

14. Known limitations
No radio or network bearer is guaranteed. Assured Delivery records attempts, native bearer evidence,
retries/failover, expiry, and explicit operator acknowledgement; it does not make an unavailable or unlawful path
reliable.
A valid packet is not automatically truthful, current, authorized, or correctly addressed.
Browser, device, and helper capabilities vary. Web Bluetooth, microphone, camera, serial, and install support
depend on the platform.
Radio and ASR performance depends on signal quality, receiver configuration, audio levels, noise, language, and
model selection.
XCORE output is probabilistic and must not be treated as command authority or a verified source.
ViperGram is not wire-compatible with Rattlegram and should not be described as such.
Optional third-party products and protocols retain their own licensing, hardware, configuration, and legal
requirements.



15. Reference decoder outline

function parseX1(line):
    text = trim(line)
    require text starts with "X1."
    fields = split(text, ".")
    require fields[0] == "X1"
    template = decimal(fields[1])
    mode = fields[2]
    messageId = fields[3]
    part, total = split_decimal(fields[4], "/")

    if mode == "C":
        payloadText = join(fields[5..], ".")
        payloadBytes = base64url_decode(payloadText)
        return decode_template(template, payloadBytes)

    if mode == "S":
        kid = decimal(fields[5])
        payloadText = join(fields[6..], ".")
        secureBytes = base64url_decode(payloadText)
        aad = utf8("X1|template|S|messageId|part|total|kid")
        plainBytes = aead_decrypt(team_key[kid], aad, secureBytes)
        return decode_template(template, plainBytes)

    reject

16. Public reference and revision notes
This manual summarizes the released X Suite capabilities, public operating boundaries, packet contract,
transport behavior, local integrations, and compliance considerations.
The local fused communications contract is broker-event.v1 . The release developer companion at
/developer/comms-broker/  contains its machine-readable schema, safe event examples, and adapter guidance.
Release-specific behavior, supported hardware, optional helpers, and model availability may vary by build. Verify
the release notes and the installed capability screen before deployment.
United States amateur rules: 47 CFR Part 97.
Canada amateur standards: ISED RBR-4.

MKME Field Systems - X Suite Technical Reference, public edition 1.2. Product behavior may evolve. Verify the installed release notes and current
source documentation for the exact build in use.

NATO packet interpretation
XTOC and XCOM interpret decoded report fields locally; X1 wrappers, template versions, binary layouts, encryption,
fragmentation and transmitted lengths are unchanged. The rendered SIDC is never appended to the packet. Older
receivers retain their existing marker behavior.

https://www.ecfr.gov/current/title-47/chapter-I/subchapter-D/part-97
https://ised-isde.canada.ca/site/spectrum-management-telecommunications/en/licences-and-certificates/regulations-reference-rbr/rbr-4-standards-operation-radio-stations-amateur-radio-service


Template Fields inspected

1 SITREP note

2 CONTACT typeCode, note

6 ASSET typeCode, label, note

9 EVENT typeCode, label, note

Descriptions must match the whole opening clause, case-insensitively, after trimming and collapsing spaces. Colon,
semicolon, newline or end-of-field terminates the clause; periods, commas and question marks do not. Optional
affiliation prefix: friendly, hostile, neutral or unknown. Exact function phrases:

Function Accepted phrases Entity

Unspecified unit 000000

Infantry infantry 121100

Armour armour; armor; armoured unit; armored unit 120500

Signals signals unit; communications unit 111000

Medical medical unit; medical team 161300

Supply supply unit; logistics unit 163400

Maintenance maintenance unit; repair unit 161100

Security security unit 141700

Headquarters headquarters; HQ 110000 plus HQ modifier

Affiliations: friendly blue rectangle (identity 3), hostile red diamond (6), neutral green square (4), unknown yellow
frame (0). The renderer builds a present-status 30-character APP-06E land-unit SIDC. No civilian, anticipated-status
or echelon inference is added. No inference from sender, priority, count, direction, generic people or vehicles; no
text parsing for other templates, custom/ICS fields, equipment, aircraft, vessels or tactical control measures.

For example, Hostile infantry; moving north selects hostile infantry. No hostile infantry observed and Possible
hostile infantry do not match. Infantry; affiliation unconfirmed selects infantry with the existing unknown affiliation.
A qualification after the separator is outside the parsed clause: Hostile infantry; unconfirmed still explicitly selects
hostile infantry. Use Unknown infantry when affiliation is unknown.

Code mappings are configured at XPASS → NATO Tactical Markers → Customize → Code mappings. Add mapping,
select CONTACT/ASSET/EVENT, enter TypeCode 0–255, select Function and/or Affiliation, then Save code mappings.
There are no default numeric meanings. Codes remain team-defined; configure matching rows on every receiving
device. One row per template/code pair is allowed. Invalid/duplicate rows reject the save and preserve prior
settings. Remove mapping is a draft action until saved.

Resolve function and affiliation independently: explicit mapped attribute first; recognized label/note second;
existing template fallback last. Conflicting text produces unspecified function or unknown affiliation for that
attribute. A mapped Unknown is explicit and overrides text; leaving an attribute unspecified allows text/fallback.
Fallback CONTACT/SITREP is an unspecified unit; ASSET retains maintenance and EVENT retains its existing flag/HQ
convention, neither implying verified entity identity.



Mappings are local preferences under xpass.map.natoCodeMappings.v1, not a wire field, codebook exchange or
automatically synchronized setting. The map popup identifies the interpretation source without adding secure note
text. Reinterpret old stored packets from their raw data. Secure inputs require successful current-key decryption;
missing/wrong keys, authentication failure, malformed payloads and partial packets supply no interpretation.
Existing trust, hidden/stale, location and packet visibility rules still apply. Both 2D/3D packet artwork reflects the
selected symbol.

Existing note limits remain: SITREP/CONTACT/ASSET 120 UTF-8 bytes; EVENT 160 bytes, with a 48-byte Label for
ASSET/EVENT. Reusing existing content adds zero bytes. Writing additional prose increases payload length within
those existing limits. This is an offline deterministic parser, not an AI classifier or verification of reported intent.

Activate the installed NATO set to see this behavior. Revert to standard markers preserves packets and mappings.
Remove rows and save to clear mappings; Reset colors affects only colors. See the Quick Reference Handbook's
NATO packet interpretation section and XPASS package Documentation for the complete procedure and
troubleshooting.


